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1
Decision/action requested

It is proposed to approve the update of the key hierarchy in the draft TS 33.535 [1].
2
References

[1]
3GPP TS 33.535, Authentication and key management for applications based on 3GPP credentials in the 5G System (5GS)
3
Rationale

This contribution proposes an update of the key hierarchy of AKMA in TS 33.535 [1] in order to show the primary authentication.
4
Detailed proposal

It is proposed to approve the changes below for inclusion in TS 33.535 [1].
5
Key Management 
Editor’s Note: Sub clauses will be added according to the conclusions made in TR 33.835.
5.1
AKMA key hierarchy
Editor’s Note: This clause needs further details. 
The key hierarchy (see Figure 5.1-1) includes the following keys: KAUSF,  KAKMA, KAF.

Keys for AAnF:


KAKMA is a key derived by ME and AUSF from KAUSF.

Keys for AF:


KAF is a key derived by ME and AAnF from KAKMA. 
KAKMA and KAF are derived according to the procedures of clause 6.G. 
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Figure 5.1-1: AKMA key hierarchy

***
END OF CHANGES
***
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